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Data Processor Schedule (Data Processing Within EEA)

	Kew
	Means either ‘The Board of Trustees of the Royal Botanic Gardens, Kew’ or ‘RBG Kew Enterprises Limited’, as stated on the Order 

	Processor
	Means the ‘Supplier’ as stated on the Order


Part I- Processing, Personal Data and Data Subjects
The Processor shall complete the ‘Processing, Personal Data and Data Subjects’ information requirements of this Part 1 within 5 working days of the Commencement Date or such other date as may be agreed by Kew, for the approval of Kew.

Processing, Personal Data and Data Subjects

	1
	Processing by the Processor

	1.1
	Scope
	[Insert title and date of the Agreement to which this Schedule refers]

[insert high level, short description of the context within which the third party is processing data eg processing personal data as part of the provision to Kew of payroll services for Kew staff]

	1.2
	Nature
	Any operation such as 

[Insert details of the nature of the processing operation the third party is likely to on the personal data, adapt and modify from the following examples of processing operations:]

· collection of data on behalf of Kew
· recording

· organization, structuring, storage, adaptation or alteration

· retrieval, consultation

· use

· disclosure by transmission, dissemination or otherwise making available

· alignment or combination, 
· restriction or suppression

· erasure or destruction of data 

	1.3
	Purpose of processing
	[Insert details]

	1.4
	Duration of the processing
	[Insert details of the expected period of time that the third party will be processing the data eg on-going as necessary for the purposes of providing the services and for record keeping purposes for a further x years thereafter]

	2
	Types of personal data
	[Insert details]

	3
	Categories of data subject
	[Insert details]


Part II - Terms

1. Definitions
Agreement: means the agreement between Kew and the Processor for the purchase of goods and/or services consisting of the Order and Kew’s publicly available standard Terms and Conditions (Goods and Services) for goods/service supplied to Kew.
Data Controller: has the meaning set out in the Data Protection Legislation.
Data Protection Legislation: the General Data Protection Regulation ((EU) 2016/679) (GDPR), the Data Protection Act 2018 and all other applicable laws and regulations from time to time in force relating to data protection, privacy and the processing of personal data.
Data Subject: an individual who is the subject of Personal Data.
Order: means Kew's order for the purchase of goods and/or services, as set out in Kew's purchase order form.
Personal Data: has the meaning set out in the Data Protection Legislation and relates only to personal data, or any part of such personal data, of which Kew is the Data Controller and in relation to which the Processor is processing under or in connection with the Agreement.
Processing and process: have the meaning set out in the Data Protection Legislation.
2. Scope, Nature and Purpose of Processing 
2.1 Kew and the Processor acknowledge that for the purposes of the Data Protection Legislation, Kew is the Data Controller and the Processor is the data processor of any Personal Data.  
2.2 Both parties will comply with all applicable requirements of the Data Protection Legislation.  In addition to the requirements set out in this Schedule, the Processor acknowledges that it has direct responsibilities and liabilities under the Data Protection Legislation, and that nothing in this Schedule relives the Processor of such responsibilities and liabilities.

2.3 In accordance with Part 1 of this Schedule, the Processor shall confirm to Kew  the scope, nature and purpose of processing by the Processor, the duration of the processing and the types of Personal Data and categories of Data Subject. The Processor shall process the Personal Data only to the extent, and in such a manner, as is necessary for the purposes specified in accordance with Part 1 of this Schedule.

3. Processing Data in Accordance with Written Instructions
3.1 The Processor shall process the Personal Data only on the written instructions of Kew unless the Processor is required by the laws of any member of the European Union or by the laws of the European Union applicable to the Processor to process the Personal Data (Applicable Laws). Where the Processor is relying on laws of a member of the European Union or European Union law as the basis for processing Personal Data, the Processor shall promptly notify Kew of this before performing the processing required by the Applicable Laws unless those Applicable Laws prohibit the Processor from so notifying Kew. 
3.2 If the Processor is of the opinion that an instruction from Kew infringes the Data Protection Legislation, the Processor must immediately inform Kew accordingly.
4. Transfer of Personal Data Outside EEA 
4.1 The Processor shall not transfer the Personal Data outside the European Economic Area unless the prior written consent of Kew has been obtained and the following conditions are fulfilled:

(a) Kew or the Processor has provided appropriate safeguards in relation to the transfer;

(b) the data subject has enforceable rights and effective legal remedies;

(c) the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred; and

(d) the Processor complies with reasonable instructions notified to it in advance by Kew with respect to the processing of the Personal Data. 
5. Appropriate Security Measures
5.1 The Processor shall ensure that all personnel who have access to and/or process Personal Data:

(a) are aware of and comply with the Processor’s duties under this Schedule;

(b) are informed of the confidential nature of the Personal Data and are obliged to keep the Personal Data confidential; and
(c) have undergone adequate training in the use, care, protection and handling of Personal Data.

5.2 The Processor shall ensure that it has in place appropriate technical and organisational measures to protect against unauthorised or unlawful processing of Personal Data and against accidental loss or destruction of, or damage to, Personal Data, appropriate to the harm that might result from the unauthorised or unlawful processing or accidental loss, destruction or damage and the nature of the data to be protected, having regard to the state of technological development and the cost of implementing any measures (those measures may include, where appropriate, pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of its systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the technical and organisational measures adopted by it). 

6. Appointment of Subcontractors

6.1 The Processor may only authorise a third party (sub-contractor) to process the Personal Data:

(a) subject to Kew's prior written consent where the Processor has supplied Kew with full details of such sub-contractor; and
(b) provided that the sub-contractor's contract is on terms which offer at least the same level of protection for  Personal Data as those set out in this Schedule and meet the requirements of the Data Protection Legislation.
6.2 As between Kew and the Processor, the Processor shall remain fully liable for all acts or omissions of any sub-contractor appointed by it pursuant to this clause 6.
7. Rights of the Data Subject
7.1 The Processor shall provide Kew with full co-operation and assistance in relation to responding to any request to exercise Data Subject rights under the Data Protection Legislation. 
7.2 The Processor shall notify Kew within 3 working days if it receives a request from a Data Subject for access to that person's Personal Data.

7.3 The Processor shall not disclose the Personal Data to any Data Subject or to a third party other than at the request of Kew or as provided for in the Agreement.

8. Assistance to Kew
8.1 The Processor shall assist Kew, in ensuring compliance with its obligations under the Data Protection Legislation with respect to security of processing, data protection impact assessments and consultations with supervisory authorities or regulators (taking into account the nature of processing and the information available to the Processor).
8.2 The Processor shall notify Kew without undue delay on becoming aware of a Personal Data breach (including without limitation, any unauthorised or unlawful processing, damage to, or loss, destruction or corruption of the Personal Data). The Processor shall assist Kew to comply with Kew’s obligations under Articles 33 and 34 of the GDPR with respect to notification of personal data breaches to the supervisory authority and data subjects (taking into account the nature of processing and the information available to the Processor).
8.3 To the extent any damage to, or loss, destruction or corruption of the Personal Data is attributable to the Processor, the Processor will restore the Personal Data at its own expense. 
9. Post-termination of the Agreement
9.1 On termination of the Agreement or any earlier termination of the Processor’s right or obligation to process Personal Data, the Processor shall, at the written direction of Kew, either:

(a) Delete the Personal Data and all copies thereof; or
(b) Return the Personal Data to Kew or transfer the Personal Data to such other third party as Kew may direct,
and delete all existing copies of the Personal Data (unless required by Applicable Law to store the Personal Data).
10. Audit and Inspection

10.1 The Processor shall keep complete and accurate records and information necessary to demonstrate its compliance with the Data Protection Legislation, and make all such records and information available to Kew, or Kew’s appointed representative, on request.
Kew is entitled to carry out, or appoint representatives to carry out, audits and inspections of all facilities, equipment, documents and electronic data relating to the processing of Personal Data by the Processor. The Processor must allow for and contribute to such audits and inspections. 
11. Additional Obligations
11.1 At Kew's request, the Processor shall provide to Kew a copy of all Personal Data held by it in the format and on the media reasonably specified by Kew.
11.2 The Processor shall promptly comply with any request from Kew requiring the Processor to amend, transfer or delete the Personal Data.
11.3 Where the Agreement requires the Processor to collect any Personal Data on behalf of Kew it shall only do so on terms specifically agreed with Kew which will contain a fair processing notice complying with the Data Protection Legislation, amongst other things informing the data subject of the identity of the Data Controller, the identity of any data protection representative it may have appointed, the purposes or purposes for which their Personal Data will be processed and any other information which is necessary having regard to the specific circumstances in which the data is, or is to be, processed to enable processing in respect of the data subject to be fair and lawful.  The Processor shall not modify or alter the terms in any way without the prior written consent of Kew.
11.4 The Processor shall designate a data protection officer if required by the Data Protection Legislation.
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